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“People who know 
what their talking 
about don’t need 

PowerPoint.” 
- Steve Jobs 
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Cloud computing is…“a sea change - a deep and 
permanent shift in how computing power is 

generated and consumed. It’s as inevitable and 
irreversible as the shift from steam to electric 
power in manufacturing, which was gaining 

momentum in America about a century ago.” 
 

- Andrew McAfee, Harvard Business Review, November 2011 
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Cloud-based products and services are 
growing across the board and more than 

86% of all workloads will be processed by 
cloud data centers by 2019. 

- Cisco Cloud Index 2015 

Bezos’ Law: “Over the history of Cloud Computing, a unit of computing 
power price is reduced by 50 percent approximately every three years.”  

 
- Greg O’Connor, CEO, AppZero 
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The IT world is shifting from physical 
infrastructure to digital and software-
defined technologies…  

And the shift is having a profound 
effect on the core infrastructure of 
the data center and the cloud 
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Compute Storage Networking 

Software 
Defined 

Computing 
(virtualization) 

Software 
Defined 

Storage (SDS) 

Software 
Defined 

Networking 
(SDN) 

Security 

Software 
Defined 
Security 

Software Defined Everything (SDx)  

Evolution of the Software Defined Data Center (SDDC) 
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“The era of separating 
traditional industries and 

technology industries is over, 
and those who fail to adopt 

right now will soon find 
themselves obsolete.” 

- Forbes.com    
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New products and services depend on the cloud 
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Top 5 cloud infrastructure service providers 

Worldwide cloud infrastructure services market share in 2015 
includes SaaS, IaaS, PaaS, private and hybrid cloud services   

Source: Synergy Research Group 
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Cisco Global Cloud Index 2014-2019 
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Trend 3: Cloud Service Trends 
This section reviews the growth of the three different cloud service categories: IaaS, PaaS, and SaaS3. Although 
numerous other service categories have emerged over time, they can be aligned within the IaaS, PaaS, and SaaS 
categorization. For example, business process-as-a-service (BPaaS) is considered part of SaaS. For simplicity we 
can think of these three service models as different layers of cloud with infrastructure at the bottom, the platform 
next, and finally software at the top. 

GCI categorizes a cloud workload as IaaS, PaaS, or SaaS based upon how the user ultimately uses the service, 
regardless of other cloud services types that may be involved in the final delivery of the service. As an example, if 
a cloud service is a SaaS type but it also depends on some aspects of other cloud services such as PaaS or IaaS, 
such a workload is counted as SaaS only. As another example, if a PaaS workload operates on top of an IaaS 
service, such a workload is counted as PaaS only. 

At the aggregate cloud level, we find that SaaS workloads maintain majority share throughout the forecast years, 
and by 2019 will have 59-percent share of all cloud workloads, growing at 34-percent CAGR from 2014 to 2019 
(Figure 11). PaaS will have the second-fastest growth, although it will lose the share of total cloud workloads from 
13 percent in 2014 to 11 percent by 2019. 

Figure 11.   SaaS Most Highly Deployed Global Cloud Service from 2014 to 2019 

 
Source: Cisco Global Cloud Index, 2014–2019 
 

In order to understand the reasons behind this trend, we have to analyze the public and private cloud segments 
a bit more deeply. In the private cloud, initial deployments were predominantly IaaS. Test and development types 
of cloud services were the first to be used in the enterprise; cloud was a radical change in deploying IT services, 
and this use was a safe and practical initial use of private cloud for enterprises. It was limited, and it did not pose 
a risk of disrupting the workings of IT resources in the enterprise. As trust in adoption of SaaS or mission-critical 
applications builds over time with technology enablement in processing power, storage advancements, memory 
advancements, and networking advancements, we foresee the adoption of SaaS type applications to accelerate 
over the forecast period (Figure 12), while shares of IaaS and PaaS workloads decline. 

                                                 
3 For definition of IaaS, PaaS, and SaaS, please refer to Appendix E. 

SaaS is the most highly deployed cloud service 
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IT and business operations are moving 

•  85.9 percent of web content management 
•  82.7 percent of communications 

•  80 percent of app development 
•  78.9 percent of disaster recovery 

•  81.3 percent of sales and marketing 

•  79.9 percent of business analytics 
•  79.1 percent of customer services 

•  73.5 percent of HR & Payroll activities  
Wikibon/North Bridge Ventures 2015 Future of Cloud Computing Survey 
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•  Static investment vs. dynamic investment 

•  Lower costs, more flexibility and easier to scale 

•  Less dependency on legacy infrastructure 

•  Pay for only the capacity you need, when you need it 

•  Transfer some of the IT risk to the cloud provider 

CAPEX vs OPEX 
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But … is it safe? 
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While cost continues to be the 
primary driver for moving to the 

public cloud, the top inhibitor is still…..  

Security 
 

https://www.veritas.com/news-releases/2016-06-28-state-of-the-hybrid-cloud-research.html 
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http://www.crowdresearchpartners.com/wp-content/uploads/2016/05/Cloud-Security-Report-2016.pdf 

Barriers to cloud adoption 
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The perimeter is dead, long live the cloud 
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80/20 rule for data center and cloud traffic 

Load Balancer 

Firewall 

IPS/IDS 

DLP 

WAF 

Inbound/Outbound  
Traffic 

Only 20% of 
traffic is 

inspected by 
traditional 
perimeter 
security 

solutions 
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East-West  
Internal Traffic 

80% of data 
center traffic 

isn’t screened 
by perimeter 
controls for 
suspicious/ 

unauthorized 
behavior or 
application 

misuse.  
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Most companies aren’t 
instrumented for east-

west traffic visibility 

inside their virtual data 

centers and cloud so 

they see very little of 
the actual data 

communications 

…we’re blind inside the cloud 
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Managing 
security 
across  

Multi-Cloud 
Environments 

Investigating 
security 

incidents 
Incident 

Response and  
Forensics 

Visibility and  
monitoring of 
applications 

and users 

Separation of 
assets: 
Micro-

Segmentation 

Detecting and 
mitigating  
APTs and  

insider threats 

Security challenges and opportunities 
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Shadow IT 



2016 Cyber Security Training & Technology Forum 

The AWS shadow IT challenge 
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The Salesforce shadow IT challenge 
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AWS shared responsibility model 

Overview of AWS Architecture 
Amazon Web Services (AWS) represents one of the major offerings for a public cloud 
solution. As we have discussed before (see our sector initiation) security is a key hurdle in the 
move to the cloud. We believe Amazon has had security as a primary concern throughout the 
development of its architecture.  

Shared Responsibility Model 
Amazon takes a ‘shared responsibility’ approach to the cloud in which Amazon secures the 
underlying infrastructure and the customer is responsible for the security in the cloud. See 
Figure 1. 

 

Figure 1. AWS Shared Responsibility Model 

 

Source: Amazon, Evercore ISI Research 
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CYBERscape 

The Cybersecurity Landscape is Vast and Dynamic.  We Have Vigilantly Covered The Sector For Two Decades.!

Infrastructure Security Endpoint Security Application Security 

Endpoint Protection & Anti-Virus WAF & Application Security 

Vulnerability Assessment Intrusion Prevention Systems 

Unified Threat Management 

Network Firewall Network Monitoring 

Identity & Access Management 

Threat Intelligence Mobile Security 

Endpoint Detection & Response 

IoT Security 

Transaction Security 

Web Security Messaging Security 

Specialized Threat Analysis & Protection  

Cloud Security 

SIEM 

Security Incident Response 

Security Operations & Incident Response 

Risk & Compliance 

Data Security 

Source: Momentum Partners. 

Complexity is the enemy… 
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Adoption of cloud applications and services is accelerating - 
not because you don’t know what or how to do it but: 
•  The economic advantages are profound 

•  Provides anywhere/anytime access 

•  Offers high reliability and automatic backups 

•  Better resourced, with around-the-clock support 

•  Technical skills – they have what you don’t have and can afford it 

•  Cloud providers are highly incentivized to deliver security - they are 
more paranoid than you 

The cloud is a catalyst for better security 
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1. What kinds of data centers (Tier 1/2/3) does the cloud provider use? 
2. What is your cloud provider’s disaster recovery plan? 
3. What compliance certifications does the cloud provider have? 
4. What are the cloud provider’s encryption policies? 
5. How is my data isolated from other clients’ data? 
6. Can I use my existing IAM software to control cloud access? 
7. How is activity in my account monitored and documented in log files?  
8. Can I visit a data center and do my own inspection? 
9. What must I know in case I decide to change cloud providers?  

- Stephan Lawton in Tom’s IT Pro 

Asking the right questions is key… 
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Top 20 Critical Controls 
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Top 20 Critical Controls … a bridge too far? 



2016 Cyber Security Training & Technology Forum 

Top 20 Critical Controls 

 
 
1) The 20 controls in the Center for Internet 
Security’s Critical Security Controls identify a 
minimum level of information security that all 
organizations that collect or maintain personal 
information should meet. The failure to 
implement ALL (emphasis mine) the Controls 
that apply to an organization’s environment 
constitute a lack of reasonable security. 

Recommendations 

… a bridge too far? 
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There’s an old Soviet saying: 

•  If you think it, don’t say it. 

•  If you say it, don’t write it. 

•  If you write it, don’t be surprised. 

Dan Kaminsky’s Blog 
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mark@varmour.com 

THE 

ENEMY 
ISN’T 

HACKERS 
IT’S 

APATHY 


